WOODBURY COUNTY BOARD OF SUPERVISORS AGENDA ITEM

Date: 6-4-15

Weekly Agenda Date: 6-9-15

DEPARTMENT HEAD / CITIZEN: Ed Gilliland
SUBJECT: Addition of Cyber Security Coverage Discussion & Action
ACTION REQUIRED:
Approve Ordinance [ Approve Resolution [ Approve Motion &
Give Direction [ Other: Informational (] Attachments

WORDING FOR AGENDA ITEM: Addition of Cyber Security Coverage to the Liability Coverage, Discussion &
Action

EXECUTIVE SUMMARY:

BACKGROUND:

FINANCIAL IMPACT: $7,500 per year

RECOMMENDATION:

ACTION REQUIRED/PROPOSED MOTION: Motion to approve the addition of Cyber Security Coverage to the
Liability Coverage.

Approved by Board of Supervisors March 3, 2015.
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Frequently Asked Questions

Do you have any questions about your insurance? The frequently asked questions below are here to help you make
an informed decigion,

What is Cyber Liability Insurance?

“Cyber” Liability is insurance coverage specifically designed to protect a business or organization from:

* Liability claims involving the unauthorized release of information for which the organization has a legal
obligation to keep private

* Liability claims alleging personal injury and/or Intellectual property violations in a digital, online or social media
environment

® Liability claims alleging failures of computer security that result in deletion/alteration of data, transmission of
malicious code, denial of service, etc.

* Defense costs in State or Federal regulatory proceedings that involve violations of privacy law; and

* The provision of expert resources and monetary reimbursement to the Insured for the out-of-pocket (1st
Party) expenses associated with the appropriate handling of the types of incidents listed above

The term “Cyber" implies coverage only for incidents that involve electronic hacking or online aclivilies, when in
fact this product is much broader, covering private data and communications in many different formats — paper,
digital or otherwise.

What does Privacy Liability cover?

The Privacy Liability insuring agreement in our policy goes beyond providing liability protection for the Insured
against the unauthorized release of Persaonally Identifiable Information (PIl), Protected Health Information (PHI),
and corporate confidential information like most popular “Data Breach” policies. Rather, our policy provides true
“Privacy"” protection in that the definition of Privacy Breach includes violations of a person's right to privacy,
publicity, etc. Because information lost in every data breach may not fit State or Federal- specific definitions of
PIl or PHI, our policy broadens coverage to help fill these potentially costly gaps. This is a key provision that truly
sets the AJG Micro policy apart from others.

What does Privacy Regulatory Claims Coverage cover?

The Privacy Regulatory Claims Coverage insuring agreement provides coverage for both legal defense and the
resulting fines/penalties emanating from a regulatory claim made against the Insured, alleging a privacy breach
or a violation of a Federal, State, local or fareign statute or regulation with respect to privacy regulations.
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What does Security Breach Response Coverage cover?

This 1st Party coverage reimburses an Insured for costs incurred in the event of a security breach of personal,
non-public information of their customers or employees. Examples include:

* The hiring of a public relations consultant to help avert or mitigate damage to the Insured’s brand

* [T forensics, customer notification and 1st Party legal expenses to determine the Insured’s obligations under
applicable Privacy Regulations

* Credit monitoring expenses for affected customers

Our policy can extend coverage even in instances where there is no legal duty to notify if the Insured feels that
doing so will mitigate potential brand damage (such voluntary notification requires prior written consent).

What does Security Liability cover?

The Security Liability insuring agreement provides coverage for the Insured for allegations of a “Security
Wrongful Act”, including:

* The inability of a third-party, who is authorized to do so, to gain access to the Insured’s computer systems

* The failure to prevent unauthorized access to or use of a computer system, and/or the failure to prevent false
communications such as “phishing” that results in corruption, deletion of or damage to electronic data, theft
of data and denial of service attacks against websites or computer systems of a third party

* Protects against liability associated with the Insured'’s failure to prevent transmission of malicious code from
their computer system to a third party’s computer system

What does Multimedia Liability cover?

The Multimedia Liability insuring agreement provides broad coverage against allegations that include:

* Defarnation, libel, slander, emolional distress, invasion of lhe right to privacy, copyright and olher forms of
intellectual property infringement (patent excluded) in the course of the Insured's communication of media
content in electronic (website, social media, etc.) or non-electronic forms

Other “Cyber" insurance policies often limit this coverage to content posted to the Insured’s website. Our policy
extends what types of media are covered as well as the locations where this information resides.

What does Cyber Extortion cover?

The Cyber Extortion insuring agreement provides:

* Expense and payments to a harmful third party to avert potential damage threatened against the Insured
such as the intraduction of malicious code, system interruption, data corruption or destruction or
dissemination of personal or confidential corporate information.
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What does Business Income and Digital Asset Restoration cover?

The Business Income and Digital Asset Restoration insuring agreement provides for lost earnings and expenses
incurred because of a security compromise that leads to the failure or disruption of a computer system, or, an
autharized third-party’s inability to access a computer system. Restoration costs to restore or recreate digital
(not hardware) assets to their pre-loss state are provided for as well. What's more, the definition of Computer
System is broadened to include not only systems under the Insured's direct control, but also systems under
the control of a Service Provider with whom the Insured contracts to hold or process their digital assets.

What is “PCI-DSS Assessment” coverage?

The Payment Card Industry Data Security Standard (PCI-DSS) was established in 2006 through a collaboraticn
of the major credit card brands as a means of bringing standardized security best practices for the secure
processing of credit card transactions. There are six stated goals and 12 requirements that merchants and
service providers must adhere to in order to be “PCl Compliant”. The AJG Micro Cyber Policy can help offset
the cost of damages and claim expenses that the Insured becomes legally obligated to pay for when there are
violations of this agreement in the wake of a breach involving cardholder data.

How is this policy better than other options in the marketplace?

As with any insurance policy, what sets our coverage apart lies in the definitions and exclusions in the policy.
The AJG Micro Cyber Policy offers broader definitions of critical terms such as Privacy Breach, Computer
System, and Media Content. These definitions, along with the absence of some industry-standard exclusions
and a drastically streamlined application process, make this policy more comprehensive and easier to access
than the typical cyber policy available from traditional sources.

Isn't this already covered under most business insurance plans?

The short answer is “No”. While liability coverage for data breach and privacy claims has been found in limited
instances through General Liability, Commercial Crime and some D&0O policies, these forms were not intended
to respond to the modern threats posed in today's 24/7 information environment. Where coverage has been
afforded in the past, carriers (and the ISQ) are taking great measures to include exclusionary language in form
updates that make clear their intentions of not covering these threats. Additionally, even if coverage can be
found in rare instances through other policies, they lack the expert resources and critical 1st Party coverages
that help mitigate the financial, operational and reputational damages a data breach can inflict on an
organization,

Are businesses required to carry this coverage?

While there is presently no law that requires a business or organization to carry Cyber Liability, there is a national
trend in business contracts for proof of this coverage. In addition, the SEC is encouraging disclosure of this
coverage as a way of demonstrating sound information security risk management. Laws such as
HIPAA-HITECH and Gramm-Leach-Bliley and state-specific data breach laws are continually driving demand as
requirements for notification in the wake of a data breach become more expensive.




Do small businesses need this coverage?

The Symantec 2014 Internet Security Threat Report reports that small businesses accounted for 30% of
targeted spear-phishing attacks in 2013. In 2012, Verizon reported that approximately 40% of all data breaches
that year occurred among companies with fewer than 100 employees. Even more alarming is the fact that 60%
of companies that have been a victim of cyber-attacks are out of business within six months. While breaches
involving public corporations and government entities garner the vast majority of headlines, it is the small
business that can be most at risk, With lower information security budgets, limited personnel and greater
system vulnerabilities, small businesses are increasingly at risk for a data breach.

If e-commerce functions such as payment processing or data storage are outsourced, do | still need
this coverage?

The responsibility to notify customers of a data breach or legal liabilities associated with protecting customer
data, remain the responsibility of the Insured. Generally speaking, business relationships exist between Insureds
and their customers, not their customers and the back-office vendors the Insured uses to assist them in their
operations, Outsourcing business critical functions such as payment processing, data storage, website hosting,
etc. can help insulate Insureds from risk, however, the contractual agreement wording between Insureds, their
customers and the vendors with whom they do business will govern the extent to which liability is assigned in
specific incidents.

What is the cost of not buying the coverage and self-insuring a data breach?

The Ponemon Institute, a well-known research firm, publishes an annual “Cost of a Data Breach” report. In
partnership with IBM, the 2014 report indicated that the average cost paid for each lost or stolen record is
$201. These numbers are reflective of both the indirect expenses associated with a breach (time, effort and
other organizational resources spent during the data breach resolution, customer churn, etc.), as well as direct
expenses (customer nofification, credit monitoring, forensics, hiring a law firm, etc.).

Because every breach is different, and the per-capita cost of a breach depends largely on the number of
records compromised, it is helpful for small to mid-sized organizations to start with a lower number of
$65/record, (the average direct costs associated with a breach in the Ponemon study) — multiply this number by
the estimated number of records containing Pll, PHI or financial account information in the Insured’s control. By
engaging in this simple exercise, businesses quickly understand the financial value of implementing cyber
insurance as a risk transfer vehicle. More information can be found at www.ponemon.org.

Who is the insurance carrier?

The AJG Micro Cyber Policy is written on an excess and surplus lines (non-admitted) basis on Loyd's, London
paper. The policy is secured equally through Barbican Consortium 9354, Brit Syndicate 2987 and Aegis
Consortium 8937. The coverage has received AM Best's "A" (Excellent) rating and has the claims-paying
stability of Lloyd's.




Are taxes and fees in addition to the stated premium shown in the quote?

Yes. The Insured will be responsible for paying state-specific surplus lines taxes and fees. These fees will be
detailed specifically in the bill you receive from your broker, The premium indicated in the quotation is not
inclusive of these taxes and fees, and the precise premium (inclusive of all taxes and fees) will be sent to you
from your broker.

What is the claims-handling process?

Insureds have available a 24-hour data breach hotline to report incidents or even suspected incidents. Clyde &
Co. is the designated legal firm in the US that has been contracted to triage initial notices in this regard. Your
representative will receive notification of the incident as well. It is critical that you immediately report any and all
incidents that you believe could give rise to a claim of any kind on this palicy.
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US SURPLUS LINES NOTICE O‘}

This contract is subject to US state surplus lines requirements. It is the responsibility of the surplus lines broker
to affix a surplus lines notice to the contract document before it is provided to the insured. In the event that the
surplus lines notice is not affixed to the contract document the insured should contact the surplus lines broker.

SLC-3 (USA) NMA2868 (24/08/00) amended.
Form approved by Lloyd's Market Association
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CERTIFICATE PROVISIONS

1. Signature Required. This Certificate shall not be valid unless signed by the Correspondent on the attached
Declaration Page.

Jorrespondent is not an Insurer hereunder and neither is nor shall be liable
Insurers hereunder are those Underwriters at Lloyd's, London whose
ined as hereinbefore set forth. As used in this Certificate "Underwriters” shall

d, will submit to the jurisdiction of a Court of

this Clause constitutes or should be understood to

farany Court of competent jurisdiction in the
it, or to seek a transfer of a case to ancther

2in the United States. It is further agreed that
amed in the schedule and that in any suit

Further, pursuant to
therefore, Underwriters gna
officer specified for that purpose in 'i_ =

ciary [ der arising o!
designate the above-mentioned as the person to whom the saz
true copy thereof. 3

5. Assignment. This Certificate shall not be assigne
Correspondent endorsed hereon.

6. Attached Conditions Incorporated. This Certificat
conditions and warranties set forth herein, attached o
incorporated herein.
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Declaration Page

This policy has been issued in consideration of the information provided by the insured and documented in
Statement of Fact number S-50006615/1.

SEGURITY: Bibican Consortium 9354 33.34%

AR 1955 82.5% / ANV 1861 17.5%)

it Syndicate 2987 33.33%

a8gis Consortium 9937 33.33%
1225 55.00% / AUL 1274 18.75% / AUW 609 12.50% / CNP 4444
CNP 958 1.85% / ARG 2121 4.50%)

CERTIFI @»
AUTHORITY n
NUMBER:
INSURED:

moﬂED
INSURED
POLICY PERIOD: @

LIMIT OF LIABILITY:

Coverage D - Security liability < ,
$1,000,000 in the aggregate including claims expenses }
Coverage E - Multimedia Liability

$1,000,000 in the aggregate including claims expenses

Coverage F - Cyber Extortion
$1,000,000 in the aggregate including claims expenses

Coverage G - Business Income and Digital Asset Restoration
G1. $1,000,000 in the aggregate including claims expenses
G2. $1,000,000 in the aggregate including claims expenses

Coverage H - PCI DSS Assessment
$100,000 in the aggregate including claims expenses
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RETENTION Coverage A - Privacy Liability (Including Employee Privacy)
(including claims expenses): $10,000 each claim

Coverage B - Privacy Regulatory Claims Coverage
$10,000 each regulatory claim

overage C - Security breach Response Coverage
510,000 each security breach

erage D - Security liability
510,000 each claim

s Income and Digital Asset Restoration
3/ 12 hrs waiting period
Y/ 1 iting period

overage H -"RPCIE
00 each claim

PREMIUM:
ot include appli
TERRITORIAL len@ Worldwid

RETROACTIVE DATE: 05/18/2015 LLL /
NOTICE OF CLAIM: fyde & Co. US
Secand Street, 24
Sén Francisgo CA 9410 e
ioan ambrosio@clydeco.us /
. 24 Hour Securi h Hotline: 217-5204

NOTICE OF ELECTION: RPS Executi es

550 W. Van Bur

Suite 1200

Chicago, IL 60607

s 6\ /

SERVICE OF SUIT: Risk Situated in California:

Eileen Ridley O
FLWA Service Corp.
c/o Foley & Lardner LLP

555 California Street, Suite 1700, San Francisco, CA 94104-1

and/or policy fee

&

Risks Situated in All Other States:
Mendes & Mount
750 Seventh Avenue, New York, NY 10019

CHOICE OF LAW: New York
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ENDORSEMENTS EFFECTIVE AT NMA 45 Short Rate Cancellation Endorsement (USA)
INCEPTION: NMA 1256 Nuclear Incident Exclusion
NMA 1477 Radioactive Contamination Exclusion
LSW 1001 Several Liability Clause
LSW 3001 Premium Payment Clause
LMA 3100 Sanction Limitation and Exclusion Clause

It is understood and agreed tt eference to 'Policy' in the attached wording shall be deemed to read
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AJG Micro Cyber Wording
sapEdition: 1 July 2014

. covEﬁ‘ﬂGgsé = . .—:-"'" b 4

A.

In consideration of the }Vﬁw

and subjec f 10 the 1_|m:t of Liabllmﬁ equusrons conditior

AVE PECIAL MEANINGS. SEE THE DEFINITIONS FOR MORE

[ICY CAREFULLY.
r‘q

ent of e premium arehanc

" tements made by You in the Application
ms of this Policy, it is agreed as follows:

L ﬂ J’é:t;f "L

PRIVACY' rll EITY (INCLUDING EMPL@YEE PRIVACY).
12

We shall pay ém\’oun beﬂalf damages ang,c aim expenses l con;:e;ggaﬂy obligated to pay in
excess of the applicablefgetentlon resulting from a claim first r‘nade inst Y I d reported to Us during
oy sl BB

the policy period or gxfendeq rting period arising out of a privat
Retroactive Date and before @% of the polié&ﬁ arming an

PRIVACY REGULATORY é L

L
fC EF{AGE ‘y
We shall pay on Your behalf regu tory fines, consumer red ss-ﬁu d ‘expenses
become legally obligated to pay in excess of the applicable re eriﬁ);%saﬁng from a regu ff
made against You and reported to Us durif h}pghcy period or.extended reporting pe od arising/c dut
of a privacy wrongful act on or after the Retro ctive Date and before the end of the pohcy penod‘i

SECURITY BREACH RESPONSE COVEHAG% ' )

We shall reimburse Your Organization for Crisis Man nt Costs and Breac nse costs in
excess of the applicable retention that Your Organ onin J‘n the event of a'se breach with
respect to personal, non-public information of Your custo 1ers or employees. v

w' l

]
We will not make any payment under this Coverage unless the security breach first occu;s on or after the
Retroactive Date and before the end of the policy period and You first learn of the securi 5&5‘3
within the policy period and report the security breach to Us as soon as practicable within the'policy
period.

SECURITY LIABILITY

We shall pay on Your behalf damages and claim expenses that You become legally obligated to pay in
excess of the applicable retention resulting from a claim first made against You and reported to Us during
the policy period or extended reporting period arising out of a security wrongful act on or after the
Retroactive Date and before the end of the policy period.
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E. MULTIMEDIA LIABILITY
We shall pay on Your behalf damages and claim expenses that You become legally obligated to pay in
excess of the ap icable jon resulting from a claim first made against You and reported to Us during
the policy period « eporting period arising out of a multimedia wrongful act on or after the
Retroactive Dal e end of the policy period.
F. BER
shall reimblEs: : e ion for the Cyber-extortion expenses and Cyber-extortion
ents that Your Orga S actually pays directly resulting from a Cyber-extortion threat that
r nization firg s to Us during the Policy period.
G. BU S Di RESTORATION
1. We SW{ e Business Income Loss Your Organization sustains during a Period of
Restoratio ulting directly fromaal ption that commences during the Policy
period, ly if the duration of St . storation exceeds the waiting period set forth in
Policy and such:Net isrug SUILS iy and directly from a Security Compromise
thatcommenc active Date
We shall reimburse YourOrga les nCosts that Your Organization incurs
se of the alteratig structic [=)f - talhAssets that commences during
icy period resultingSolely'a C romise, but only if such
'Compromise com
H. PCI nss @ |
We shall pay on Your behalf damages and claim ¢ aJ!y cbllgated to pay in
excess of the applicable’retentior resultlng from a PCI L gainst You and
reported to Us duri he poliey period or extended'r ongful act on
or after the Retroactive Date and before the end of
Il. DEFENSE, SETTLEMENT, AND I IGATION OF C
A, We shall have the right and duty to defend] :

applicable sublimits of liability, exclusions'and © . s of this Policy, any clai
against You seeking damages which are payable tnde IS Policy even if any of
allegations of the claim are groundless, false, or fradd e the rigl
counsel.

We agree that You may settle any claim where the dama@ claim expenseaﬂék
ec

of the Retention, provided the entire claim is resolved and eive a full release

We shall have the right to make any investigation We deem necessary, including, without
investigation with respect to the Application and statements made in the Application and
coverage.

The applicable policy aggregate limit and sublimits of liability available to pay damages and losses
shall be reduced and may be completely exhausted by payment of claim expenses. Damages, losses
and claim expenses shall be applied against the applicable retention You pay.

o
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B.

111, TERRITORY

This insurance applies to claims made and acts, errors or
committed anywhere in the world,

IV. EXCLUSIONS
The coverage under this Policy shall not apply t Damages, Claim expenses
respect to any Claim, or any Crisis Managemen ach response;ct
out of or resulting, directly or indirectly, from: e

A.
B.

If You refuse to consent to a settlement or compromise We recommend and acceptable to the claimant
and elect to contest the claim, then:

1. Subject to the: e limit of liability, our liability for any damages and claim expenses shall not
exceed:
a. thelar the claim could have been settled, plus the claim expenses incurred
priort ch refusal; and
b. fifty'g of the damages and claim expenses in excess of the amount in a. above
& incurre rovided that You bear the remaining 50% of the damages and claim

$

the defe

expenses, or to undertake or continue
b or. applicable sublimits of liability

n such payment or deposit, We
i ol of said defense to

Bodily injury or property damage; ‘}’
Your employment practices or any alleged or actual discri LA on against any persor(@n any
rigi

basis, including without limitation, race, creed, color, religion, ethnic background, nation
handicap, disability, sex, sexual orientation, or pregnancy;

The failure, malfunction or inadequacy of any satellite; any electrical or mechanical failure ant
interruption, including but not limited to electrical disturbance, spike, brownout or blackout; or any outage
to gas, water, telephone, cable, telecommunications or other infrastructure, unless such infrastructure is
under Your operational control; however this exclusion shall not apply to any Privacy Wrongful Act that
is caused by such electrical or mechanical failure or that is caused by such failure of telephone lines, data
transmission lines or other infrastructure comprising or supporting the Internet;

Fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, landslide,
hail, an act of God or any other physical event, however caused;
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E. Breach of any express, implied, actual or constructive contract, agreement, warranty, guarantee or
promise, provided, however, this exclusion shall not apply to:

1. any liability og0bl ou would have in the absence of such contract or agreement;
2. any breachiof Y Gy tatement; or
3. anyi '-'rtr' in a'written contract or agreement with Your client regarding any Privacy
>\ wrongft rc ngful act by You in failing to preserve the confidentiality or privacy of
4 person tomers of Your client

@ctum aIIeg 3
tamination of any ki ; Koy
3. Any dII‘ n or request to'test fo an up, remove, contain, treat, detoxify, or neutralize

pollut ny way respo ie effects of pollutants or contamination of any kind;
c%l

tribution of or exposure to asbestos,
or dust;

Manufa

e,?radiation or
tion of any person or the

G. Any of the following:

1. Purchase, sale, offer oﬁh ic
violation of any securiti i
or the Securities Exchange Ag

&a monly known as
“Racketeer Influenced And Corrupt OrganizationsiAct” or “RICO"), ed, or any regulation
promulgated thereunder, or any federal, sta e, local or foreign la lla;g géﬂ\eﬂeregosng statute,

whether such law is statutory, regulatory or comm ug
|‘g§W r duties mpci;qgﬂ ﬁ(ﬂjmianes by the

3. Alleged or actual violation of the responsibilitie

Employee Retirement Income Security Act of 1974, 1ded;
4. Alleged or actual anti-trust violations, restraint of trad fair competition, lnclug:lfg %ut
limitation, violations of the Sherman Act, the Clayton Act or the Robinson-Patman A¢t, or any,other

federal, state, local, or foreign laws regulating the same or similar conduct; provided, ever, this
exclusion H.4 shall not apply to a claim for a multimedia wrongful act or regulatory clai

H. Any Act of terrorism; strike or similar labor action, war, invasion, act of foreign enemy, hostilities or
warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the proportions
of or amounting to a popular rising, military rising, insurrection, rebellion, revolution, military or usurped
power, or any action taken to hinder or defend against these actions; including all amounts, damages, or
claim expenses of whatsoever nature directly or indirectly caused by, resulting from or in connection with
any action taken in controlling, preventing, suppressing, or in any way relating to the above; however, if
We allege that by reason of this exclusion any Damages or Claim expenses are not covered by this
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Policy, the burden of proving the contrary shall be upon You. However this exclusion does not apply to
acts perpetuated electronically.

Any of the followings™*

or act, error, or omission committed, prior to the inception date of this

policy, o the first date of coverage granted by insurers, that you knew, or could
have r t such circumstance or Wrongful Act would be the basis of a Claim;
Any claimor ¢ previously notified to a prior insurer that could reasonably be expected to
berthe typ ered by this Policy; or
x“fﬁny circumstal or act, error, or omission committed prior to the Retroactive date;
ny; criminal, dishonest, i tion'of the law, unfair or deceptive business practice, fraudulent or

maliei act, error or omiss
purpose or i t:

1. claim exj nclai il there is a final adjudication, judgment,
i 3 ch Claim or an admission by You
no contest by You regarding such
im expenses that We have paid and We
im; and
in committing or personally
ct to Your Organization

of,You who did no o
fiesée in such condiiety'e

B ‘ﬁ a current principal,
cona :

b@nehalf of:

1. any person or er?t‘:ty withi
definition of You provige
Coverage A made by a'eurrents

2. Any entity which:

Any claim made

iexclusion shall notiap
r former employee of

a. s operated, managed, or controlle You orin
excess of 15% or in which You a

b. Operates, controls, or manages Yo! nization, or has an o
15% in Your Organization;
Your activities as a trustee, partner, officer, directar, or

ployee of any employee trust, charitable
organization, corporation, company or business other our Organizatio /
o~

r
Any alleged or actual infringement or violation of patent rights isappropriation, t { display
or publication of any trade secret by, or with active cooperation, participation, or assistanee of, You, any

of Your former employees, subsidiaries, directors, officers, partners, trustees, or any o r
successors or assignees; or s

Any trading losses or trading liabilities; the monetary value of any electronic fund transfers or transactions
by or on behalf of You which is lost, diminished, or damaged during transfer from, into or between
accounts; or the face value of coupons, price discounts, prizes, awards, or any other valuable
consideration given in excess of the total contracted or expected amount.

With respect to Insuring Coverage G only this Policy does not apply to any Loss arising out of, or resulting,
directly or indirectly, from:
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A

V. DEFINITIONS
. Act of terrorism means:

Any costs of updating, upgrading or remediation of Your Computer systems or Your Digital Assets;
provided, however, this exclusion shall not apply to Restoration Costs otherwise covered under
Coverage G.2.;

Any failure of:

1. Telephope li

Any seizure, fiscation, natlonalizati
asset or Yi uter systems

Ordlnary w

1. any act certified an Act of t
otherwise declared an Act of temrc

2

political, religious, ideological, or similar purposes
and/or put the public, or any section of the publi

Application means all applications, including any aﬂachmmreto. and all otherim/ orvand

materials submitted by You or on Your behalf to Us in connection with the underwriting of this
such applications, attachments, information and materials are deemed attached to and in ed into
this Policy.

Bodily injury means injury to the body, sickness, or disease sustained by any person, and where resulting
from such injuries, mental anguish, mental injury, shock, humiliation, emotional distress, loss of
consortium, or death.

Breach response costs means the following fees, costs, charges or expenses, if reasonable and
necessary, that You incur in responding to a security breach during the period of twelve (12) months
after You first learn of such security breach:
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1. computer forensic professional fees and expenses to determine the cause and extent of such
security breach;
costs to notify

stomers or employees affected or reasonably believed to be affected by such

e'affected by such security breach, effect compliance with any applicable
ft the text of privacy notifications to customers or employees affected or
ffected by such security breach, and coordinate the investigation of

unless:

(@) You pr 20l
Regulatio JF elistomers or employees affected or
edch of such security breach; or

ch response costs (including credit

Business Incom

1. Earnings Loss; and/or
2. Expenses Loss.

Business Income Loss does not

1)
2)

3) any costs or expenses incurred to ident '

nise improve'any

vulnerabilities, or costs to update, upgrad © tain or.othen
Computer system; or .

4) any legal costs or expenses or Loss arising ow third party; 3 .-
5) any Loss incurred as a result of unfavorable business ns; or

B6) any other consequential Loss or damage. /

Claim means: O

1. A written demand received by You for money or services, including the service of a ci r
institution of arbitration proceedings;

2. Initiation of a civil suit against You seeking injunctive relief (meaning a temporary restraining order or a
preliminary or permanent injunction); or

3. Solely with respect to Coverage B., a regulatory claim made against You.

4. APCIDSS Assessment

Multiple claims arising from the same or a series of related or repeated acts, errors, or omissions or from
any continuing acts, errors, or omissions shall be considered a single claim for the purposes of this policy,
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irrespective of the number of claimants or You involved in the claim. All such claims shall be deemed to
have been made at the time of the first such claim was made or deemed made under Section IX.A.

Claim expenses méans:

CE aryifees charged in the defense or settlement of a Claim by an attorney
whom We i Om You designate with our prior written consent, such consent not to be

all other al co:
aclaim, i

/ﬂot include YoUr ove
e spent in cooperali
@g a claim.

» .
Computer system means electronic; Wi ok
software) analog, digital, electronic or wireless format, including
computer ;:w@c omponents thereof, including but not
limited to lapt nedia storage and peripheral devices,

Srking equipment, and electronic backup

ny sums of money Yo
r claims dueto a se ent of, or an'a

red to deposit in a fund for the
N, a RWIatory Claim.

Credit monit ses means t
report, identity theft prote€tion services, cr
monitoring services, fratd alerts egca

be affected by a security breac

more than one (1) year of cre
are at least eighteen (18) years.eld u
regulator or statutory requirementir

dror mltigate any '
any of Your brands due to a newsworth has arisen due
regulatory claim for a privacy wrongful a

eventt toas breach or a claif o
i ¥ ' less of whether the gxpenses are incurred prior
subsequent to any such claim or regulatory ¢ ade agai

Cyber-extortion threat means a credible threat or co
than a director, trustee or partner of Your Organi

ries of threat omeone other

1. to introduce Malicious Code into Your Computer system;
to interrupt Your Computer system or interrupt access to Your Computer system,
through a denial of service attack;

3. to corrupt, damage or destroy Your Computer system; or

4. todisseminate, divulge, or improperly utilize any personal or confidential corporate information
residing on Your Computer systems taken as a result of a Network Disruption.

Cyber-extortion payment means any sum paid to or at the direction of any third party that You
reasonably believe to be responsible for a Cyber-extortion threat; provided that:

1.  You abtain Our written consent prior to making such Cyber-extortion payment;
2. You make such Cyber-extortion payment to terminate the Cyber-extortion threat; and
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3. the Cyber-extortion payment does not exceed the amount We reasonably believe would have been
incurred had such Cyber-extortion payment not been made.

Cyber-extortion expenses means the reasonable and necessary expenses You incur with Our approval
in evaluating and re 'a Cyber-extortion threat. However, Cyber-extortion expenses do not
include Your e85 or any salaries, wages, fees, or benefits of Your employees.

re profits, restitut
: tive or non-m

any agreement to

prowde

lief;
2. Yourre rvices already
provided or
3. Fines or penaltie s and PCI DSS

Assessments as iden
Any amount You are
Multiple damages;

pa o

Matters that may be deem
construed.

P.  Denial of Service Attack means inability @ . arty to gain a ess to (our Computer syste
through the Internet due to unauthorized atta; q/0f bas
%} 4 .

and/or web servers by means of the sending o
communication or data with the intent of blocking"ae

Q. Digital Assets means any electronic data, includi
computer software over which You have direct control or far
assigned by Your Organization to a Service Provider. Di
of any kind.

R.  Earnings Loss means the difference between the revenue that Your Organization would ed,
based on reasonable projections and the variable costs that would have been incurred, but which Your
Organization would have saved as a result of not earning that revenue.

S. Employee means any individual in Your Organization’s service, including any part-time, seasonal, and
temporary employee, who is compensated by salary, wages, fees or commissions and over whom You
have the right to direct and control, but excluding any partner or director of Your Organization.
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Z. Media content means data, di jmages, g@a

AA.  Multimedia wrongful act mean e following acts

T. Expenses Loss means the additional expenses Your Organization incurred to minimize the suspension
of business and to continue operations during the Period of Restoration that are over and above the
cost that Your Organijzation reasonably and necessarily would have incurred to conduct Your business
had no Network Disruption occurred. These additional expenses do not include any Restoration Costs

or any actual, fgasonable and fiécessary expenses You incur in response to a Network Disruption in

the period of time after the end of the policy period for reporting
of this Policy.

ssesarisi om the same or related.underlying e
events or rel urity Compromises be deemed a'sii
v5)

Y. Malicious code

y unauthoriz d corrupti e, including but not
limited to computer vi s, spyware, Trojan horses, ation
proceeding.

aps.of any of the

Organization's business in gathering, communicating, repr
releasing, transmitting or disclosing Media gontent

or is operated on Your behalf by a third pal
operated by Your Organization or any interne

1. defamation, libel, slander, product dispara \
outrageous conduct, or other tort related to dispa

e tati 0ci‘uaracter of
any person or organization; : &
invasion of or interference with the right to privacy or ity; /
t

2.

3. false arrest, detention or imprisonment or malicious pri ion;

4. infringement of any right to private occupancy, including trespass, wrongful entry, tion
eavesdropping; -

5. infringement of copyright, domain name, trade dress, title or slogan, or the dilution or infri ent of

trademark, service mark, service name or trade name;
B. plagiarism, piracy or misappropriation of ideas; or
7. liability regarding any Media Content for which You are responsible;

provided always that any Multimedia wrongful act was committed or alleged to have been committed by
You, or any person for whom or entity for which You are legally responsible, including an independent
contractor or outsourcing organization.
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BB. Newsworthy event means an event that has been caused by a claim or security breach within one of
the coverages which You have purchased, that has been publicized through any media channel, including

television, print media, 1

DD.

Policy, or any earlier cancelli:

HH. Privacy breach means a co

publicity, false light, intrusion upo ar

adio or electronic networks, the Internet, and/or electronic mail.

jon or degradation of the operation of Your Computer system; or
idrance of access to or Use of Your Computer system or Your Digital

=xpress or JCB) for a monetary assessment of a
| Data Security Standards.

the tr,l

erson's seclusion, pu

infarmeation, oF risappropration of & [ese W or name for commercial gain. & y -.
Il.  Privacy Regulations means any federal, i\g& ocaler foreign statute or ion requiring You to limit

or control the collection, use of, or access to, perso -.n.,-_fi
possession or under Your control, or obligating Yout
or disclosure of such personally identifiable, non-p

regulations:

1.

identifiable, nq%’ ﬂgnformatlon in Yo
inform customers horized access to
nation, including t fol’}ztgtutes and

The Health Insurance Portability and Accountability AL*S 96 (Public Law 104-d ing Title
Il requiring protection of confidentiality and security of electronic protected health informati
amended by the Health Information Technology for Economic and Clinical Health Act (HITE ), any
rules and regulations promulgated thereunder as they currently exist and as amended, and an

related state medical privacy laws as they currently exist and as amended;

The Gramm-Leach-Bliley Act of 1999, also known as the Financial Services Modernization Act of
1999, including sections concerning security protection and standards for customer records
maintained by financial services companies, and the rules and regulations promulgated thereunder as
they currently exist and as amended;

Section 5(a) of the Federal Trade Commission Act, 15 U.S.C. 45(a), but solely with respect to alleged
unfair or deceptive acts or practices in or affecting commerce;
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- inform custc
\5. Federal, 8
rd imposing |

Jd.

KK.

MM,
NN.

00.

4. Federal, state or local privacy protection regulations or laws, such as the California Database
Protection Act of 2003 (previously called SB 1386), as they currently exist now or may be amended,
associated with th ntrol and Use of, or limiting unauthorized access to, personal information,
including buty | to requirements to post privacy policies, adopt specific privacy contrals, or

each regulations or laws, as they currently exist now or in the future,

to take reasonable care to guard against unauthorized access to credit
on that is in Your possession or under Your control;

e Fair and Accurate Credit Transactions Act of 2003;

8deral and's! NS sredit reporting laws, such as the Federal Fair Credit Reporting Act
# jF A) and the ia.Gonsumer Credit Reporting Agencies Act (CCCRAA);
? ildren’s Onli ian Act of 1998; or
9. 1 Privacy protection regulal Ws adopted by countries outside of the United States, such as the
D .:_

ata Protection Directi /
Docur%ﬁq 1, as they currer
contro se of, or limiting unauth

Privacy wrongful act m
orby any person or el forwhich You a

outsourcihg organization. - . . .' ;
] al injury to or destrticti
d'tan property.

. 1@%”3: : a3
1. any request f Jﬁ'\ rmation, civilvinvestigative demand or

administrativégr regulatory agency or similazgovernmental cermning a Privacy breach or
possible breach of Priva y.regulations; or o Ty

f Privacy Regulations committed by You
, Including an independent contractor or

nst? o regu n- agency or

re-create Your Digital Assets to the level o aining any Loss:
If such Digital Assets cannot be replaced; restor tion Costs will beﬁ
to the actual, reasonable and necessary costs You.incur to reach this determination. Restorat{w_ osts
do not include:

1. any costs You incur to replace, restore or recreat of.-Your Digital Ax@/arg not subject
&N

to regular network back-up procedures at the time of
lace, restore or otherw ove.Your

2. any costs or expenses incurred to update, upgrade,
Digital Assets to a level beyond that which existed prior to sustaining any Loss;

3. any costs or expenses incurred to identify, remove or remediate computer program errers
vulnerabilities, or costs to update, upgrade, replace, restore, maintain or otherwise improve
Computer system; or

4. the economic or market value of any Digital Assets, including trade secrets.

Retroactive Date means the date specified in the Policy.
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PP. Security breach means:

1. the loss or disclosure of personal, non-public information of customers or employees in Your care,
custody or cg 1clL 'ng such information stored on paper or on a Computer system operated

ized access to or unauthorized use of personal, non-public information of
n. Your care, custody or control, including such information stored on

occwrd ay\ime of the fir
QQ. Security Co@se means:

[he unauthorlz

RR.

rsan or entity for
‘?rganlzation in the

which You

conduct of C V.2 i
customer records. ;Loﬁwatlon that results in:
1. The inability of a third party 'who is authoriz Q,S0,

2. The failure to prevent or nauthonzed r.,: BS

c. Theft of data (including identity theft) 5’
d. Denial of service attacks against Internet sit puter systems of a;ty or
3. The failure to prevent transmission of malicious code fro Computer systeiﬁ gﬁ ted by You or

on Your behalf to a third party’'s Computer system.

SS. Service Provider means any third party that is responsible for the processing, maintenance, prgtection or
storage of Your Digital Assets pursuant to a written contract directly with Your Organization/A'S

Provider does not include any provider of telecommunications services, including internet access, to You.

TT. Subsidiary means any corporation where more than 50% of the outstanding securities representing the
present right to vote for the election of such corporation’s directors are owned by the Named Insured
directly or indirectly, if such corporation was so owned on the inception date of this Policy; or
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1. becomes so owned after the inception date of this Policy, provided the revenues of the newly
acquired corporation do not exceed 15% of Your Organization’s annual revenues as set forth in its
most recent 1__— dfir ancial statement or

Unauthoriz
authorized

>

anen! and reiate: N8
Insured is a W limited liABi

anagl P :
. 0O

required relationship with Your
duties as such on behalf of Y

7. Any agent or independent contractor, i
while acting on Your behalf, at Your direc

8. Any third party entity (including a HIPAA Co g ;
insured under this policy, but only in respect of s i egally' o 0 pay
(including liability for claimants’ costs and ex out of an act,
error or omission commitied by you, provided that:

a) you contracted in writing to indemnify the third party for such a claim prior to it g made
against them; and

b) had the claim been made against you, then you would be entitled to indemnity u his
Policy.

As a condition to our indemnification of any third party they shall prove to our satisfaction that the
claim arose solely out of an act, error or omission committed by you; and Where a third party is
indemnified as an additional Insured as a result, it is understood and agreed that any claim made by
that third party against you shall be treated by us as if they were a third party, not an additional
Insured,
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VI. LIMITS OF LIABILITY

A, The amount indicat i ) _Policy as stated within the Limits of Liability (herein the “policy aggregate

IS, or omissions, persons or entities covered by this Policy, claimants,
erages triggered.

most We wi y for all damages i Op each Clalm arising out of a pnvacy act,
subject to B=Limi

B. Wh rz?%s indicatedhin 1
1. thea unj’- nﬁgated as the'Pe
t

verage C. is the
osts from each

Caoverage C. 0

breaches; -

4. the amount indlcated @ CIaim/Breac Sub-Lim
most We will pay for alldamages and claim ex @,
subject to the amount indicatgd Si
damages and claim expenses fror

5. the amount indicated as the Per Claim/Breach Sub- LJI'T'I
most We will pay for all damages andi¢

6. the amount mdlcated as the Sub-Limit of ‘m,
for all Cyber-extortion payments and Cyberzext
threat and all Cyber-extortion threats in the ag . ®

7. the amount indicated as the Sub-Limit of Liab pplicable’to Coverage G. i t We will pay
for all Business Income Loss and from each Securi promise and all ity o
Compromises in the aggregate; Restoration Costs from each Security Comprom e anc aII

Cyber-extortion

Security Compromises in the aggregate
such Per Claim/Breach/Cyber-extortion threat/Security Compromise Sub-Limits of Liability am:_j,&gate
Sub-Limits of Liability being referred to herein as the “Sublimits of liability”, each of which is part of, and not in
addition to the, policy aggregate limit.

C. If any claim or any single claim is covered under more than one Coverage, the highest applicable
sublimit of liability shall be the most We shall pay as to such claim or single claim and such claim or
single claim shall be subject to the highest applicable retention.
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VII. RETENTIONS

The retention for each Caverac
damagas' claim e nenses

‘Policy and You shallm
/hhall be liable O
ab icy ag
y .

pect to Coverages @D E and G the retention shall be satisfied by Your payments of damages and
i om'claimsifirst made and reported to Us during the policy period or extended
re yy otel alfapply to each single Claim or Loss under such Coverages

With respectito Cover eCandF
Costs an reach ponse cos sts ting as
and is reported he policy/period o extended reporting period. One retention shall
apply to each sing ity breach nder suc

With respect to Co set fi
: 1 the Waiting Period in hours set forth in the
amount set forth in the Policy shall be

pay all or par i
iately after notify You of the paym
ed by this policy that is paid by Us,

applied to any o

VIIl. EXTENDED REPO G PE

A. Basic Extended reporting pe
an Extended reporting pe
shall be automatically granted he .;T
shall cover claims first made and report

under any other insurance or would have bee

exhaustion thereof.

B. Optional Extended reporting period: In the event of canc 2
Us, You shall have the right, upon payment in full onally or otherwise i Fof 100% of
the annual premium shown in the Policy, to have issued ar& ment providing 2) month
optional extended reporting period from the cancellatio! n-renewal date.

1. Such optional extended reporting period shall cover claims made and reported to uging this
optional extended reporting period, but only in respect of any claim arising out of any a , or
omission committed prior to the date of cancellation or non-renewal, and subject to all'other terms
conditions, and exclusions of the Palicy.

2. Inorder for You to invoke the optional extended reporting period, the payment of additional
premium as stated in this provision must be paid to Us within thirty (30) days of the non-renewal or
cancellation.

3. At the commencement of the optional extended reporting period, the entire premium shall be
deemed fully earned, and in the event You terminate the optional extended reporting period for
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whatever reason prior to its natural expiration, We will not be liable to return any premium paid for the
optional extended reporting period.

C. Terms and conditions of basie and optional extended reporting period

ewal ur guotation of different premium, retention or limit of indemnity or
changes in policy languagashall not constitute non-renewal by Us for the purposes of granting the

4, ices and premium |

; e limit of liability*fo axte
@iliw for the'policy ger
s?gh the entity. ha
IX. TERMS AND @ons

otice, summonsol

the policy period, becomes aware of ¢
aim or loss,

giverige u mu e written nblice todds
ticable during the eriod of: :
a. The speeffic details of the act, r or omission that migh

loss;
b. The possible damagé"
c. The facts by which Y
d. Any Computer systerr

omission.

that might reasonably
ns‘med in the Policy

the subject of the written notice will be e ned to have beer
complying with the above requirements was

3. Aclaim or loss shall be considered to be Us when ngtice
persons named in the Policy or when notice n
claim is first provided in compliance with IX.A.2 ;

4. If You report any claim, loss or request any p nt is Policy knowingstchyclaim, loss or
request to be false or fraudulent, as regards amounts erwise, this Policy null and
void and all coverage hereunder shall be forfeited.

5. Whenever coverage under this Policy would be lost because of non-compliance of Seetion IX.A.1.
relating to the giving of notice of claim or loss to Us with respect to which any other of Y
in default solely because of the failure to give such notice or concealment of such failu
more You responsible for the loss or damage otherwise insured hereunder, then We agree that such
insurance as would otherwise be afforded under this Policy shall cover and be paid with respect to
those of You who did not personally commit or personally participate in committing or personally
acquiesce in such failure to give notice, provided that those of You entitled to the benefit of this
provision under Section IX.A.1. have complied with such condition promptly after obtaining

knowledge of the failure of any others of You to comply therewith, and any such claim or loss was
reported during the policy period or extended reporting period, if applicable.

&
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However, such insurance as afforded by this provision shall not cover a claim or loss against Your
Organization if a current principal, partner, director, or officer failed to give notice as required by
Section [X.A1. fi claim or loss against Your Organization arising from acts, errors, or omissions
that Were kn rrent principal, partner, director, or officer.

@JQ se of acts, : error :
You shdll attend He&c 4

ou
atten:% witnesses. ™= _
3. You t admit liability, mMake agyt ' 33ume any obligation, incur any expense, enter into
any sett i ispese of any claim without Our written
consent,

(b

Ds to protect Computer
ess.éclosure, loss or

Imrnechately take all reasonable step easures nece
f - other applicable mforrn on You repgﬁe

3. Send Us copies of every demand, n
4. If requested, permit Us to question u? th at such times _-_.--r- aces as may be reaspnably

required about matters relating to this in

6. Cooperate with Us and counsel We may appai

e tigation of an red by this

Policy; ssi

7. Assist Us and counsel We may appoint in the investig or settlement of Los ‘?

8. Assist Us in protecting and enforcing any right of subrogation, contribution or mdem ity against any
person, organization or other entity that may be liable to You, including attending dep >
hearings and trials; and

9. Otherwise assist in securing and giving documentation and evidence, and obtaining the attendance
of witnesses.

D. SUBROGATION

In the event of any payment under this Policy, You agree to give Us the right to any subrogation and
recovery to the extent of our payments. You agree to execute all papers required and will do everything
that is reasonably necessary to secure these rights to enable Us to bring suit in Your name. You agree to
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fully cooperate in our prosecution of that suit. You agree not to take any action that could impair our right
of subrogation without our written consent whether or not You have incurred any un-reimbursed Loss.
Any recoveries shall be.applied first to subrogation expenses, second to damages and claim expenses
paid by Us, and thifdto'the Retention. Any additional amounts recovered shall be paid to You.

F. OTHERINS NCE
This insurancg shallapply in excess of an)
any retention uctible portion thereg
insurance over the Limi iability of this*Roli

G GAINST US

all lie against U r .
hay en full compliance with all terms of this in g the-amount of Your obligation

to pay shallh en finally determined either by judgme u aﬁ&trial, regulatory
proceeding, n or by written ag ent between ;
Any person or or atian or the legal repfesentative thereof who has'se h judgment, award, or
written agreement s ereafter be entitled to make a claim underthi a.extent of the
insurance afforded by this Poligy. N@ person or ion shall hav jnder this*Belicy to join
Us as a party to an action of other pi ing again: u to determine Your fia shall We be
impleaded by You or Your legal.repre tive. &
Your bankruptcy or insolvency shall natrelieve Us of our gﬁ ereunder,

H. ENTIRE AGREEMENT
By acceptance of the policy, You agree th P embodies all agreements between You s
relating to this insurance. Notice to any agen e possessed b agent or by any r
person shall not effect a waiver or a change in a his Policy or stop'Usromiasserting any right
under the terms of this Policy; nor shall the terms of thi iey be waived or changed, exgept by
endorsement issued to form a part of this Policy si yu : / 4

I, NEW SUBSIDIARIES/CHANGES IN NAMED INSURED 8 UR ORGANIZATIO

1. During the policy period, if You acquire another corporation whose annual revenues'c e than
fifteen percent (15%) of Your Organization's annual revenues as set forth in its most rec ited
financial statements there shall be no coverage under this Policy for acts, errors, or omissions
committed or allegedly committed by the newly acquired subsidiary unless You give Us written
notice of the acquisition containing full details thereof, and We have agreed to add coverage for the
newly acquired subsidiary upon such terms, conditions, and limitations of coverage and such
additional premium as We, in Our sole discretion, may require.

2. During the policy period, if the Named Insured consolidates or merges with or is acquired by
another entity, or sells substantially all of its assets to another entity, or a receiver, conservator,
trustee, liquidator, or rehabilitator, or any similar official is appointed for or with respect to the Named
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K. CANCELLA

L. WORDS AND TITLES OF

M. NAMED INSURED AUTHORIZATION

Insured, then all coverage under this Policy shall continue to the expiration of the policy period but

only for losses, acts, errors, or omissions that occurred prior to the date of such consaclidation,

merger or appointment.
3. Should a corgoratior

e to be a subsidiary after the inception date of this policy, coverage with
on, shall continue as if it was still a subsidiary until the expiration date of this
ect to a claim that arises out of any act, error, or omission committed such
corporatiol € that it ceased to be a subsidiary.
All notices 3yments made under this paragraph shall be directed to Us through the
Yo‘rh&st under this Policy g assigned to any other person or organization, whether by
operation of law 8F otherwisegwi i consent. If You shall die or be adjudged incompetent,

such insw?} | cover Your! s You as would be covered under this Policy.

Iou at any time guest, If this policy is you, thirty percent (30%) of the premium
deemed earneg i tion of th i llrefund the remaining unearned

€ % nly cancel this policy .‘z

19 '&' alfl
makes a mater srepresentation tous in r

will provid tice of can iopi
is in effect.

The titles of paragraphs, section, pravisions, or endorsemen (

convenience and reference, and are not degmed in.any way to Iig ox
they relate and are not part of the Policy. W /el o
shall include the plural when required by context.

irector intentionally
under this policy; in

The giving and receiving of notice of cancellation;

The Named Insured first specified in the Policy has the i &uty to act o@%ﬂor:
u ]

The payment of premiums, including additional premi O

The receiving of any return premiums;

The acceptance of any endorsements added after the effective date of coverage; J]
The payment of any retentions;

The receiving of any loss payments; and

Otherwise corresponding with Us.

Rl L

N. WARRANTY BY YOU

By acceptance of this Policy, You agree that the statements contained in the Application, or any
Application for coverage of which this Policy is a renewal, and any supplemental materials submitted
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therewith, are Your agreements and representations, that they shall be deemed material to the risk
assumed by Us, and that this Palicy is issued in reliance upon the truth thereof,

The misrepresentation ornen-disclosure of any matter by You in the Application, or any Application for
coverage of whiehthi icy 18'a renewal, or any supplemental materials submitted therewith will render

the Policy nu ieve Us from all liability under the Policy.
Applica and any Application for coverage of which this Palicy is a renewal, and any
plement d therewith, are deemed incorporated into and made a part of this Policy.
&
;T reed that I ailure to pay any amount claimed to be due under this Policy, at
r request We will sut ; risdlction of a court of competent jurisdiction within the United

States. ing in this cla

to c;ov‘yx?I n acti
action t i
the laws Unit

<process in such

1herefor@e
officer s

I sho uld be unders:ood to conststute a waiver of our rights

Sfates. It is further agreed that service of
, designated in the Policy, and that in any

es whi akes provision
' nsurance or other
true and lawful
attorney u ho 3 : proceedmg instituted
by or on behalf ou or apy«beneficiary h arising out ofthi nereby designate
our representative listed if ollcy as the on hom the zed to mail

such process or a true
CHOICE OF LAW
Any disputes involving this Policy shall be re
DISPUTE RESOLUTION

We and You agree to attempt in good faith to % 8
promptly by negotiation in accordance with the follgy

lating to t olicy

1.  If the dispute has not been resolved by negoti ﬁpaﬂy‘s
notice, either party may demand that the dispute be s b blﬂdﬂ"lgt tion by mini-
trial.

2. The parties shall have ten (10) business days to agree on a mini-trial neutral.

3. Ifthe parties are unable to agree on a mini-trial neutral, no more than three (3) busine
expiration of the ten (10) day period set forth in subpart 2. above, each party shall submit,
party the name of a single proposed mini-trial neutral who is available and able to comply with the
requirements set forth herein.

4. If the parties are unable to agree after such disclosure, the mini-trial neutral will be determined as
follows: Your proposed mini-trial neutral will be selected if the first digit to the left of the decimal point
of the Dow Jones Industrial Average'’s closing number two (2) business days after the expiration of
the period set forth in 3. above is an even number. Our proposed mini-trial neutral will be selected if
that digit is an odd number.

ed for non-
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5. The parties must submit confidential briefs no longer than twenty-five (25) double-spaced pages,
along with no more than five exhibits, to the mini-trial neutral within twenty (20) business days of the

selection of the neutral.

The meetingwith'the'mini-trial neutral must take place within fourteen (14) business days of the

}7. itric submit a written decision to the parties within ten (10) business days of the
6 : rganizatienywill have any right under this policy to join Us as a party to any action

against You'to dete > bility
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SHORT RATE CANCELLATION TABLE ENDORSEMENT
NMA 45 (Amended)

Notwithstanding anything to the contrary contained herein and in consideration of the premium for which this
Insurance is written it is agreed thatiinithe event of cancellation thereof by the Insured the Earned Premium shall
be computed as follows:-

%swances writte
kS

D Per cent.
Insur. o:’;)ar;e
in Force ;
Premium
86

67

121-124
125-~127 s
128-131 sisdceiglii
g 4 AT o = ...
136-138 ...
139-142 ...
143-146 ... e
1AL =T sseesssvamreopieg
150 - 153 .... (5 months)
154 - 156
157 - 160
161 - 164
165 - 167
168-171
172-175
176-178
179- 182
183 - 187
188 - 191
192 - 196
197 - 200
201 - 205

GRER2BEBIGHFEBRY

B. For Insurances written for more or less than one year:-

1. If insurance has been in force for 12 months or less, apply the standard short rate table for annual
insurances to the full annual premium determined as for an insurance written for a term of one year.
2. If insurance has been in force for mare than 12 months:

(a) Determine full annual premium as for an insurance written for a term of one year.
(b) Deduct such premium from the full insurance premium, and on the remainder calculate the pro
rata Eamed Premium on the basis of the ratio of the length of time beyond one year the
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insurance has been in force to the length of time beyond one year for which the insurance was

originally written.

(c) Add premium produced in accordance with items (a) and (b) to obtain Earned Premium during full

period insurance has been in force.

Furthermore and notwithstanding the foregoing, Underwriters shall retain the total premium for this Insurance,
such total premium to be deemed earmned upen inception of the Policy if any claim or any circumstance that

could reasonably be the
date of cancellation.
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NUCLEAR INCIDENT EXCLUSION CLAUSE (BROAD)
NMA 1256

For attachment to insurances of the following classifications in the U.S.A., its Territories and Possessions,
Puerto Rico and the Canal Zone

anu acturers and Contractors Liability, Product Liability, Professional
iability, Garage Liability, Automobile Liability (including Massachusetts

does not ap;ﬂ& o
l.  Under any Liaby{ erage, to i

(a) under a nuclear energy liability

, Mutual Atomic Energy Liability
Id be an insured under any such

(b) resulting from S Prope i ith réspect to which (1) any person or
od would b, entitied

agrg8ment entered
ization.

IIl.  Under any Medical Paymen Supplementary Payir
immediate medical or su respect to D

death resulting from the hazardous'propgrti arising
nuclear facility by any person or @rganizatior ‘r/ 5

lll.  Under any Liability Coverage, to injury, gss, disease, deathior
properties of nuclear material, if

(a) the nuclear material (1) is at any nuclear fagility oWned by, or ope

(2) has been discharged or dispersed therefrom,
(b) the nuclear material is contained in spent fuel o atany time possessed, handle
processed, stored, transported or disposed of by or onybehalf of an insured; or

-
(c) theinjury, sickness, disease, death or destruction arises furnishing by an {o
services, materials, parts or equipment in connection with ning, construction,

f
operation or use of any nuclear facility, but if such facility is located within the United Stat% of ;
America, its territories or possessions or Canada, this exclusion (c) applies only to injury to }

destruction of property at such nuclear facility.

IV. As used in this endorsement:

"hazardous properties” include radioactive, toxic or explosive properties; "nuclear material" means
source material, special nuclear material or byproduct material; "source material®, "special nuclear
material®, and "byproduct material" have the meanings given them in the Atomic Energy Act 1954 or in
any law amendatory thereof; "spent fuel® means any fuel element or fuel component, solid or liquid, which
has been used or exposed to radiation in a nuclear reactor; "waste" means any waste material (1)
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containing byproduct material and (2) resulting from the operation by any person or organization of any
nuclear facility included within the definition of nuclear facility under paragraph (a) or (b) thereof; "nuclear
facility” means

(@) any nuclear reactor,

(b) any equipment or device designed or used for (1) separating the isotopes of uranium or plutonium, (2)
processing or utilizingi§@éntfuel, or (3) handling, processing or packaging waste,

for, the processing, fabricating or alloying of special nuclear material if at
i material in the custody of the insured at the premises where such
sists of or contains more than 25 grams of plutonium or uranium

located, all operations conducted on such site and all
DELeans any apparatus designed or used to sustain
septain a critical mass of fissionable material. With
ajury” or "destruction” includes all forms of

oing to the contrary, this clause is
ich it is attached.
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RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE
NMA 1477

For attachment (in addition to the appropriate Nuclear Incident Exclusion Clause- Liability-Direct) to liability

S:A., its Territories or Possessions, Puerto Rico or the Canal Zone, this
Qever nature directly or indirectly caused by or contributed to by or
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SEVERAL LIABILITY NOTICE
LSW 1001 (Insurance) 08/94

The subscribing insurers’ obligations under contracts of insurance to which they subscribe are several and not
joint and are limited solely to_thé extent. of their individual subscriptions. The subscribing insurers are not

responsible for the subsc )-subscribing insurer who for any reason does not satisfy all or part of
its obligations.

ntio
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PREMIUM PAYMENT CLAUSE

Notwithstanding any provision to the contrary within this contract or any endorsement hereto,
in respect of non payment of premium only the following clause will apply.

The (Re)insured undertakes that premium will be paid in full to (Re)lnsurers within sixty (60)
days of inception of this contract (or, in respect of instalment premiums, when due).

If the premium due under this contract has not been so paid to (Re)lnsurers by the sixtieth
(60th) day from the inception of this contract (and, in respect of instalment premiums, by the
date they are due) (Re}lnsurers shall have the right to cancel this contract by notifying the
(Re)lnsured via the broker in wrmng In the event of cancellation, premium is due to
(Re)Insurers on a pro rata basis for the period that (Re)insurers are on risk but the full
contract premium shall be payable to (Re)Insurers in the event of a loss or occurrence prior to
the date of termination which gives rise to a valid claim under this contract.

It is agreed that (Re)lnsurers shall give not less than ten (10) days prior notice of cancellation
to the (Re)lnsured: via the broker. If premium due is paid in full to (Re)lnsurers before the
notice period expires, notice of cancellation shall automatically be revoked. If not, the contract
shall automatically terminate at the end of the notice period.

If any provision of this clause. is. found by any court or administrative body of competent
jurisdiction to be invalid or unenforceable, such tnvahdlty or unenforceability will not affect the
other provisions of this clause which will remain in full force and effect.

LSW3001
September 2008



Sanction Limitation and Exclusion Clause
LMA3100, 15 September 2010

No (re)insurer shall be deemed

provide cover and no (re)insurer shall be liable to pay any claim or provide any

atithe provision of such cover, payment of such claim or provision of such

b would expose thatyre)nsurer to'any sanction, prohibition or restriction under United Nations resolutions
sancti S'Or regulations of the European Union, United Kingdom or United
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